Colvestone Primary School

Privacy Notice

Aims

Colvestone aims to ensure that all personal data collected about staff, pupils, parents, governors, visitors
and other individuals is collected, stored and processed in accordance with the General Data Protection
Regulation (GDPR) and the expected provisions of the Data Protection Act 2018 (DPA 2018) as set out in
the Data Protection Bill.

This policy applies to all personal data, regardless of whether it is in paper or electronic format.

Legislation and guidance

This policy meets the requirements of the GDPR and the expected provisions of the DPA 2018. It is based
on guidance published by the Information Commissioner’s Office (ICO) on the GDPR and the ICO’s code
of practice for subject access requests.

It meets the requirements of the Protection of Freedoms Act 2012 when referring to our use of electronic
data.

It also reflects the ICO’s code of practice for the use of surveillance cameras and personal information.

In addition, this policy complies with regulation 5 of the Education (Pupil Information) (England) Regulations
2005, which gives parents the right of access to their child’s educational record.

The categories of school information that we process, hold and share include:

personal information (such as name, employee or teacher number, national insurance number)
characteristics information (such as gender, age, ethnic group)

contract information (such as start date, hours worked, post, roles and salary information)
work absence information (such as number of absences and reasons)

qualifications (and, where relevant, subjects taught)

banking information relating to payment of salaries

information relating to the physical or mental health of employees if required
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Why we collect and use this personal data:

We use workforce data to:

a) enable the development of a comprehensive picture of the workforce and how it is deployed
b) inform the development of recruitment and retention policies
c) enable individuals to be paid

Under the UK General Data Protection Regulation (UK GDPR), the legal basis / bases we rely on for
processing personal information for general purposes are:

The lawful basis on which we process this personal data

We process this information in accordance with the General Data Protection Regulation (GDPR). Under
the GDPR, the lawful basis’ we rely on for processing personal information relating to staff members are:

e legal obligation
e necessary for performance of a contract

e legitimate interests

These lawful bases for processing are specified in Article 6 of the GDPR (https://gdpr-info.eu/art-6- gdpr/).
The majority of the data processing falls under Articles 6(b) (performance of a contract).

In addition, the lawful basis for any processing activities concerning special category personal data is specified
in Article 9(2)(b) of the GDPR (https://gdpr-info.eu/art-9-gdpr/) and Part | of Schedule | of the Data
Protection Act 2018 (https://publications.parliament.uk/pa/bills/cbill/2017- 2019/0153/18153.pdf) where the
processing is necessary for the purposes of performing or exercising obligations or rights of the controller
or the data subject under employment or social security law.

Colvestone will only process personal data where we have one of six ‘lawful bases’ (legal reasons) to do
so under data protection law:

« The data needs to be processed so that the school can fulfil a contract with the individual, or the
individual has asked the school to take specific steps before entering into a contract

« The data needs to be processed so that the school can comply with a legal obligation

« The data needs to be processed to ensure the vital interests of the individual e.g. to protect
someone’s life

« The data needs to be processed so that the school, as a public authority, can perform a task in the
public interest, and carry out its official functions

« The data needs to be processed for the legitimate interests of the school or a third party
(provided the individual’s rights and freedoms are not overridden)

« The individual (or their parent/carer when appropriate in the case of a pupil) has freely given clear
consent

For special categories of personal data, we will also meet one of the special category conditions for
processing which are set out in the GDPR and Data Protection Act 2018.

If we offer online services to pupils, such as classroom apps, and we intend to rely on consent as a basis for
processing, we will acquire parental consent (except for online counselling and preventive services).
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Whenever we first collect personal data directly from individuals, we will provide them with the relevant
information required by data protection law.

Statutory data processing activities such as submitting data for the school workforce census are undertaken
in accordance with Article 6(c) and Article 9(2)(b) when special category personal data is involved.
Submission of school workforce census returns (including a set of named staff records) is a statutory
requirement on schools and local authorities by virtue of regulations made under sections |13 and | 14 of
the Education Act 2005. This means that:

e although schools and local authorities must meet their obligations to data subjects information law,
they do not need to obtain consent for the provision of information from individual members of the
workforce

e schools and local authorities are protected from any legal challenge that they are breaching a duty
of confidence to staff members

e schools and local authorities must complete a return.

Collecting workforce data

Workforce data is essential for the school’s / local authority’s operational use. Whilst the majority of
personal information you provide to us is mandatory, some of it is requested on a voluntary basis. In order
to comply with UK GDPR, we will inform you at the point of collection, whether you are required to
provide certain information to us or if you have a choice in this.

Storing workforce data

We hold records about staff for a set period of time depending on the type of information they contain.
Details about how long we keep different types of records containing personal data can be found in our
Retention Schedule.

Who we share workforce data with

We routinely share this information with:

e our local authority (where applicable)
e the Department for Education (DfE)

The DfE collects and processes personal data relating to those employed by schools (including Multi
Academy Trusts) and local authorities that work in state funded schools (including all maintained schools,
all academies and free schools and all special schools including Pupil Referral Units and Alternative
Provision). All state funded schools are required to make a census submission because it is a statutory
return under sections | 13 and | 14 of the Education Act 2005

To find out more about the data collection requirements placed on us by the Department for Education
including the data that we share with them, go to https://www.gov.uk/education/data- collection-and-
censuses-for-schools.
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For more information about the department’s data sharing process, please visit: https://www.gov.uk/data-
protection-how-we-collect-and-share-research-data

To contact the department: https://www.gov.uk/contact-dfe

Why we share school workforce data

We are required to share information about our workforce members with our local authority (LA) under
section 5 of the Education (Supply of Information about the School Workforce) (England) Regulations 2007
and amendments.

We share personal data with the Department for Education (DfE) on a statutory basis. This data sharing
underpins workforce policy monitoring, evaluation, and links to school funding / expenditure and the
assessment educational attainment.

We do not share information about our workforce members with anyone without consent unless the law
and our policies allow us to do so.

Local authority

We are required to share information about our workforce members with our local authority (LA) under
section 5 of the Education (Supply of Information about the School Workforce) (England) Regulations 2007
and amendments.

Department for Education

We share personal data with the Department for Education (DfE) on a statutory basis. This data sharing
underpins workforce policy monitoring, evaluation, and links to school funding / expenditure and the
assessment educational attainment.

Your rights with regard to your personal data

You also have the right to:

e to ask us for access to information about you that we hold

e to have your personal data rectified, if it is inaccurate or incomplete

e to request the deletion or removal of personal data where there is no compelling reason for its
continued processing

e to restrict our processing of your personal data (i.e. permitting its storage but no further processing)

e to object to direct marketing (including profiling) and processing for the purposes of
scientific/historical research and statistics

e not to be subject to decisions based purely on automated processing where it produces a legal or
similarly significant effect on you

If you have a concern about the way we are collecting or using your personal data, we ask that you raise
your concern with us in the first instance. Alternatively, you can contact the Information Commissioner’s
Office at https://ico.org.uk/concerns/

For further information on how to request access to personal information held centrally by DfE, please see
the ‘How Government uses your data’ section of this notice.

You have the right to:
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To request access to information about you that the school holds. To make a request for your personal
information contact Anna Lucey — Head of School

Children and subject access requests

Personal data about a child belongs to that child, and not the child's parents or carers. For a parent or carer
to make a subject access request with respect to their child, the child must either be unable to understand
their rights and the implications of a subject access request, or have given their consent.

Children below the age of 12 are generally not regarded to be mature enough to understand their rights
and the implications of a subject access request. Therefore, most subject access requests from parents or
carers of pupils at our school may be granted without the express permission of the pupil. This is not a rule
and a pupil’s ability to understand their rights will always be judged on a case-by-case basis.

Responding to subject access requests

When responding to requests, we:
« May ask the individual to provide 2 forms of identification

« May contact the individual via phone to confirm the request was made
« Wil respond without delay and within | month of receipt of the request
«  Will provide the information free of charge

« May tell the individual we will comply within 3 months of receipt of the request, where a request is
complex or numerous. We will inform the individual of this within | month, and explain why the
extension is necessary

We will not disclose information if it:
« Might cause serious harm to the physical or mental health of the pupil or another individual
+  Would reveal that the child is at risk of abuse, where the disclosure of that information would not
be in the child’s best interests

+ Is contained in adoption or parental order records

+ Is given to a court in proceedings concerning the child

If the request is unfounded or excessive, we may refuse to act on it, or charge a reasonable fee that takes
into account administrative costs.

A request will be deemed to be unfounded or excessive if it is repetitive, or asks for further copies of the
same information.

When we refuse a request, we will tell the individual why, and tell them they have the right to complain to
the ICO.

Other data protection rights of the individual

In addition to the right to make a subject access request (see above), and to receive information when we
are collecting their data about how we use and process it (see section 7), individuals also have the right to:
«  Withdraw their consent to processing at any time

« Ask us to rectify, erase or restrict processing of their personal data, or object to the processing of
it (in certain circumstances)

« Prevent use of their personal data for direct marketing

« Challenge processing which has been justified on the basis of public interest



« Request a copy of agreements under which their personal data is transferred outside of the
European Economic Area

« Object to decisions based solely on automated decision making or profiling (decisions taken with
no human involvement, that might negatively affect them)

«  Prevent processing that is likely to cause damage or distress
« Be notified of a data breach in certain circumstances
+ Make a complaint to the ICO

« Ask for their personal data to be transferred to a third party in a structured, commonly used and
machine-readable format (in certain circumstances)

Individuals should submit any request to exercise these rights to the DPO. If staff receives such a request,
they must immediately forward it to the DPO.

Parental requests to see the educational record

Parents, or those with parental responsibility, have a legal right to free access to their child’s educational
record (which includes most information about a pupil) within |5 school days of receipt of a written request.

Photographs and videos

As part of our school activities, we may take photographs and record images of individuals within our
school.

We will obtain written consent from parents/carers for photographs and videos to be taken of their child
for communication, marketing and promotional materials. We will clearly explain how the photograph
and/or video will be used to both the parent/carer and pupil.
Uses may include:

«  W/ithin school on notice boards and in school magazines, brochures, newsletters, etc.

« Outside of school by external agencies such as the school photographer, newspapers, campaigns

«  Online on our school website or social media pages
Consent can be refused or withdrawn at any time. If consent is withdrawn, we will delete the photograph
or video and not distribute it further.

When using photographs and videos in this way we will not accompany them with any other personal
information about the child, to ensure they cannot be identified.

See our Safeguarding Policy for more information on our use of photographs and videos.

Disposal of records

Personal data that is no longer needed will be disposed of securely. Personal data that has become
inaccurate or out of date will also be disposed of securely, where we cannot or do not need to rectify or
update it.

For example, we will shred or incinerate paper-based records, and overwrite or delete electronic files. We
may also use a third party to safely dispose of records on the schools’ behalf. If we do so, we will require
the third party to provide sufficient guarantees that it complies with data protection law.

Personal data breaches
The school will make all reasonable endeavours to ensure that there are no personal data breaches.
In the unlikely event of a suspected data breach, we will follow the procedure set out in appendix |.



When appropriate, we will report the data breach to the ICO within 72 hours. Such breaches in a school
context may include, but are not limited to:

« A non-anonymised dataset being published on the school website which shows
the exam results of pupils eligible for the pupil premium

Safeguarding information being made available to an unauthorised person
The theft of a school laptop containing non-protected personal data about pupils

Training

All staff and governors are provided with data protection training as part of their induction process.

Data protection will also form part of continuing professional development, where changes to legislation,
guidance or the school’s processes make it necessary.

Monitoring arrangements

The DPO and school governing body are responsible for monitoring and reviewing this policy.

This policy will be reviewed and updated if necessary when the Data Protection Bill receives royal assent
and becomes law (as the Data Protection Act 2018) — if any changes are made to the bill that affect our
school’s practice. Otherwise, or from then on, this policy will be reviewed every 2 years and shared with
the full governing board.

Links with other policies
This data protection policy is linked to our:
Health & Safety Policy

Internet Acceptable Use Policy
Safeguarding Policy
Whistleblowing Policy

Who to contact if you have any concerns about how we use your personal data

If you have a concern about the way we are collecting or using your personal data, you should
raise your concern with us in the first instance;

Anna Lucey

Colvestone Primary School
Colvestone Crescent
Hackney

London

E8 2L G

or directly to the Information Commissioner’s Office at;

Information Commissioner's Office

Wycliffe House

Water Lane

Wilmslow

Cheshire

SK9 5AF
ICO helpline: 0303 123 | 113 email: https:/lico.org.uklconcerns/
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How government uses your data

The workforce data that we lawfully share with the DfE through data collections:
e informs departmental policy on pay and the monitoring of the effectiveness and diversity of the school
workforce
e links to school funding and expenditure
e supports ‘longer term’ research and monitoring of educational policy

Data collection requirements

To find out more about the data collection requirements placed on us by the Department for Education
including the data that we share with them, go to https://www.gov.uk/education/data-collection-and-
censuses-for-schools.

Sharing by the department

The Department may share information about school employees with third parties who promote the
education or well-being of children or the effective deployment of school staff in England by:

e conducting research or analysis

e producing statistics

e providing information, advice or guidance

The Department has robust processes in place to ensure that the confidentiality of personal data is
maintained and there are stringent controls in place regarding access to it and its use. Decisions on whether
DfE releases personal data to third parties are subject to a strict approval process and based on a detailed
assessment of:

who is requesting the data

the purpose for which it is required

the level and sensitivity of data requested; and

the arrangements in place to securely store and handle the data

To be granted access to school workforce information, organisations must comply with its strict terms and
conditions covering the confidentiality and handling of the data, security arrangements and retention and
use of the data.

How to find out what personal information DfE hold about you

Under the terms of the Data Protection Act 2018, you're entitled to ask the Department:

o if they are processing your personal data

o for a description of the data they hold about you

e the reasons they’re holding it and any recipient it may be disclosed to
o for a copy of your personal data and any details of its source

If you want to see the personal data held about you by the Department, you should make a ‘subject access
request’. Further information on how to do this can be found within the Department’s personal information
charter that is published at the address below:

https://www.gov.uk/gsovernment/organisations/department-for-education/about/personal-information-
charter

To contact the department: https://www.gov.uk/contact-dfe.
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